1
b‘.«
%
>

CeTeBas
be30onacHoOCTb

[NGFW, WAF, NDR, VPN, ZTNA, Anti-DDOS, NAC, MFA]
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KAK CPABHUBATb IH®OPMALIUIO

N3 JINCTOBOK?




[lokynaTtenu cuuTator, Snis Ceresas

4YTO UX BBOOAT B 3a0nyxaeHue 1

be3onacHOCTb

A Ha canTte obewanu gpyroe

3aTo nopumna bonbLian




Y BCcex cBOU MeTOOAUKU
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Cisco

Cisco Firepower 4100 Series Data Sheet - Cisco

(W)

| =

Palo Alto

DownloadResource (paloaltonetworks.com)

G

Check Point 26000 Security Gateway Datasheet

Check Point
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[\

' Throughput measured with 1500B
User Datagram Protocol (UDP) traffic
measured under ideal test conditions.

[ NGFW ]
*Firewall throughput is measured with
App-ID and logging enabled, utilizing
64 KB HT TP/appmix transactions.

[ NDR |

| WAF |

[ VPN ]

| NAC |

RFC 3511, 2544, 2647, 1242 (Lab),
Firewall 1518B UDP (Gbps)

[ZTNA] [MFA]

[ Anti-DDOS]


https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/pa-5400-series
https://www.checkpoint.com/downloads/products/26000-security-gateway-datasheet.pdf
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YTOo Takoe «upeanbHbIe YCNOBUA» ?

”

npOVI3BO.D,VITe.I1bHOCTb TeéM Bblille, YeM Jierdye 3anaada

OTKpbITb MHOIO COeANHEHUI

UDP npouie, 4em TCP: HyXHO [lepenaBaTb Mano Unn coBCEM
@ OTCNEeXMBaTb MEHbLLE COCTOSAHUN He nepenaBaTb AaHHbIX

CaMbiit 60MbLION BO3MOXHbIN pasmep He 3akpbiBanTe coeiMHeHNS

O(Qé}p\? MakcumarbHoe KOnmyecTBo CoeduHEHWNI:
O
b2

naketa (0bbI4HO Jumbo frames):
MeHbLle coeguHeH ans nepegaym MakcumanesHoe KOJIAHECTBO
TOro e o6bema JaHHbIX HOBbIX COEANHEHUI B CEKYHAY:
MeHbLLEe 3aronoBKOB NaKeToB VIcnonb3yTe MHOTO O4YeHb
nns pas6opa ManeHbKUX CoeaNHEHNN

[lepegaBaTb Mano UM CoOBCEM
He nepenaBaTb OAHHbIX

3akpblBanTe coeauHeHUs
Kak MOXHO ObICTpee
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Crnnwkom Josnro v 4oporo —
3a 3TO OyAyT NnaTtuTb
NnoKynaTenw

[loyemMy HUKTO He TeCcTUupyeT

y NoKynartens.
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Ecnn B npoaykte 26 doyHKUUN, TO OLeHKa
BIIUSIHUS KaXXOO0OW Ha NPOU3BOAUTENBHOCTb
npmMBOAUT K 67/ MINH YHUKarbHbIX TECTOB.
(c) Cisco

Hy>XHO ObITb 3KCNEPTOM, YTOObI MOHMMATb
pe3ynbTaTbl BCEX 3TUX TECTOB.

[ToKkynaTento Hy>KHO U3y4nTb

BCe pe3ynbTaTbl U coObpaTb N3 HUX
KOMOUHaUU cBOUX, YTOObI NOTOM

ee NpPoTECTNPOBATb U MOHATb YTO byaeT
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UDP cambiu npocTou TecT
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Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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1514 Byte
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Palo Alto Networks
PA-5220 PAN-OS 8.1.6-h2




UDP cambiu npocTou TecT
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Fieure 8 — Raw Packet Processing Performance (UDP Traffic)

1514 Byte
Packets

16,120

/7

50

40

30

20

10

>
X
4
b

Check Point Software
Technologies 6500
Security Gateway R80.20

CeTeBasn

be3onacHOCTb




Pa3Hble NpuUnoXeHuns — pasHas CKOpPOCTb
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SMB

Palo Alto Networks
PA-5220 PAN-OS 8.1.6-h2
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Ha NPon3BOAUTENbHOCTb APaMaTUYECKW

CeTeBas
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Changing the traffic profile from HT TP to an Enterprise Mix and running it through
the IPS engine: HTTP Enterprise

Mix

IPS Throughput ' (HTTP / Enterprise Mix)

- HTTP 44%, Bittorrent 22%, IMAP v4 16%,
FTP 9%, SMTP 9%

This is Cisco’'s generic Multiprotocol test and is

very similar to all the Internet multiprotocol
standards.



Naxe HTTP y Bcex pa3HbIn

‘I'
4 CeTeBan

>

4 be30onacHoOCTb
T g

HTTP — xopowun 6a3oBbIN ypoBeHb ona tectoB “real world”

Cisco

Palo Alto

Check Point

1024B HTTP Test (256KB Object)

This number is to compare with other vendors at a 256KB object size. It uses a larger and commonly tested packet
size for every simulated session. With the protocol overhead, the average frame size is around 1024 bytes. This
represents typical production conditions for most firewall deployments.

Note: Results were measured on PAN-0S 11.0.

* Firewall throughput is measured with App-1D and logging enabled, utilizing 64 KB HTTP/appmix transactions.

Typical blend of HTTP, SMTP, HTTPS, DNS, FTP

and other protocols derived from research HTTP only
conducted over hundreds of customer environments

Realistic blend Page loads only
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CPABHUTEJIbHbIE TECTUPOBAHUE

MO METOOUKE MH®OTEKC
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Kak Mbl TecTupyem

[\

Metoaukm NHdpoTeKC ocHOBaHbl Ha NYONNYHbIX

[ NGFW ]
RFC-2544, RFC 9411 [NDR]
(Benchmarking Methodology for Network “ [ VPN ]

Security Device Performance)
[WAF] - [ NAC]

MeTtoankn NSS Labs - NextGeneration Firewall (NGFW) [MFA ]
[ZTNA] |

[ Anti-DDOS]
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YeM Mbl TeCTUPyEM

Cuncrtema TeCTMpoBaHuS

Q NPOn3BOANTENBHOCTMN,
doyHKLMOHana 1 cCOBMeCTUMOCTHU
CeTEN N CETEBbLIX MPUINOXKXEHUMN.

KomnakTHoe 2-CnoToBOe Laccu

Ixia XM2.
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PeweHune PerfectStorm ONE komnaHuu Ixia
npeacraBnaeT codbon KOMMakTHbIN NPOrpamMmmMmHO-
annapaTtHbin komnnekc (INMAK), npegHasHa4YeHHbIN
Ons TECTUPOBaHUA CUCTEM ceTeBOU De3onacHOCTH
N OPYrmx CETEBbLIX CPEOCTB peariMCTUYHbIM
TpaPMKOM aTaK, NPUNOXeHNN N CepBUCOB

Ha ypoBHAX 4—7 mogenu OSI.
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TecTbl N0 MeTOAMKAM U peanbHOCTbL

Camas XxecTkass meToaAuka .
PeanbHbIN 3aKa34yunk

no RFC 9411
m Kon-Bo npasun _LE'—" Kon-Bo npasun B 2022 roay
@ makcumym 962 % =|| 6bINo 0KOMo 5 ThIC.,

—— aB 2023 rogy CTaJ'IO 10 461



2

5 Besonaencrs [lpochunb Tpaguka

I
2
.

[1o meToanke NSS Labs PeanbHbIN 3aKka34yuk

pr
10

NpunoxeHune Oonga Tpadwmka, % [MpunoxeHue Oonga Tpadumka, %

AOL Instant Messenger

Facebook
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)XypHanupoBaHue

[\

Camas XxecTkass meToaAuka

no RFC 9411 PeanbHbIN 3aKa34vyuK

n‘ F Logging and reporting 1| [1o/KHO ObITb BKITKOYEHO

MUST be enabled A,\f )KYpHanupoBaHue BCEro
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[1aHHbIe C cauTta :: g::::ﬁ:guocm

Firewall, 1518 byte UDP (Mbps) pgo 45 000 o 30 000

Firewall Throughput

(Packets Per Second) 4 000 000 o

Firewall, TCP Multistream (Mbps) 30 000 40 000
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[1aHHbIe C cauTta :: g:;:ﬁ::HOCTb

AppControl (Firewall+DPI) (Mbps) 7 800 32 000
NGFW Througput (Mbps) 1 531 3 900
Connections per Second 85 000 127 000

Concurrent Connections 9 900 000 16 000 000
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TecT «peanbHble ycnoBus» $ O OCTE

MO, 1518 6ant UDP 45 ['ounT/cek 38,2 [but/cek
M3 (nakeToB/cek) 4 MnH 4,4 MnH
CoegnHeHU B CEKYHAY 85 000 259 000

MO, TCP 30 [buT/cek 34,5 [ but/cek
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Tpaduk NSS Labs EMIX

1 npaBuno 7,2 'onTt/cek 3,3 ['ouTt/cek

101 npaBuno 6,6 [ but/cek 3,1 ['but/cek

1001 npaBurno 5,5 ['but/cek TecT He nponaeH
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TECTUPOBAHUE
MO METOOUKE
3AKA3SHUKA




YcnoBus 3aka3umka § Besonachocr

1 npaBuno /00 MbwuT/cek 600 MowuT/cek

101 npaBuno 600 MbwuT/cek 500 MbwuT/cek

11001 npaBuno 200 MowuT/cek TecT He nponaeH
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[laHHbIe Ha canTax BepHbIle!

Ho nony4eHbl N0 pa3HbIM MeTOAUKaAM

Pe3aynbTaThl NONYy4YeHb! [Ha OCHOBaHWK MeToaukKn AD c-:HHd}{}TEHII:::-] Pe3ynbTaThl Nony4eHbl oNA penusa 5.6.0.»

[ NGFW ]

CI{GFDCTb nepeijad QaHHbIX HEME[JEHE[[I'ID cobcTEREHHOW MeToOM I-{'E!,]I{CITDFIEIFI MOXWeT ObITh npegocTaenedHa Nno 3anpocy. [ NDR ]

[ VPN |

0D;0

TpebyinTe npeaocTtaBUTb MEeTOAMKN U3SMEPEHUMN... [ WAF] [ NAC]

€eCJin eCTb FOTOBHOCTb B HUX pa3buparbcs, nmobo... :

[ZTNA] [MFA]

[ Anti-DDOS ]
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BANANA VS APPLE -

2 \

y
CpaBHUBATb HY)XXKHO « /
B paBHbIX YCIOBUSX

100 GRAMS 100 GRAMS

® PROTEIN:1.2GM ® PROTEIN : 0.2GM

e CARBS :27.2GM ® FIBER: 3.2GM —
e FAT: 0.3GM e WATER : 86%

e CALORIE:116 e CALORIE: 59
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Kak cpaBHUTbL NPON3BOOAUTENBLHOCTDL

besonacHoCTb

@ MakcnmanbHO MOEHTUYHbIE
HaCTpOVIKM BCEX UCIbITYEMbIX

EanHas «

EOounHbIM npodounb Tpaduka
MeToAuKa &\d_bp Poc Pac

@ EOVHBIM MHCTPYMEHT
Harpy3o4YyHoOro TeCTMpoOBaHUA
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UTO BNUsieT Ha npon3BoaAnNTEeIsiIbHOCTDb

Elephant flows

CPU > Pacnpepenenune Harpysku mexay CPU

Connection per second

Konn4yecTtBo nonuTuk n/unun npasun

Memory > ]
Kon-Bo oAHOBPEMEHHO ODCIYyXNBaAEMbIX CECCUN
Tun Tpadpuka (HTTP nnn EMIX)
Y CkopocTb
= T\ AU TDORYVCKHAS R BkntoyeHHble QyHKL UK
w [ &) pony (pacwumdpposka SSL, IPS, DPI, AHTUBUpYC 1 T.A4.)
§ CMNOCOOHOCTL

HoctynHocTb cBOOOAHBLIX pecypcoB: CPU, RAM
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OTBeTbI
Ha BOMNpOCHI

CPRA:E.

vk.com/infotecs hews | rutube.ru/channel/24686363
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