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OOHapyxeHue aHoMaauii B ceTu. Clie Hap uu.
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sMmeHE HUE EA?H:Eg/EguHH C CETEBBIMHU
CTPYKTYpPBI CETHU p [PTELE P O IO O
JUISL COKPBITUSL CBOUX Ji€ UCTBUM

OOHapyxeHue
aHOMAaJNK1

HectanmaptHoe
MOBE IC HUE

Pa3Benka cetn



Asset Management. Cuenapuu.
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Shadow IT

BuaeTs BCIO CETh.
YuuThBaTH BCE YCTPOMCTBA
Hudero He 3a0BITh M HE IOTEPSATh.

Rogue Gateway

OOHapyXeHHE CTOPOHHUX KAHAJIOB BIXO1a
B llHTEpHET.
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Buaum 1o 1Ki1r04e HUE JTUYHBIX YCTPOUCTB.
OmnpepaensieM ux napaMeTPhbl, 3alIOMUHAEM U CMOTPUM,
YTO OHHU JEJIA0T.
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Control Device Profile

OOHapyxrMBaeM U3MEHEHUS B KOHQUTYypaIUsIX aCCETOB.
M3meHeHne u go6aBieHue aapecoB noaceret,cmena OC,
MO SIBJIE HUE HOBBIX CETEBBIX CEPBUCOB U JIP.
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Apxutektypa miat@opmbl Ha HOSIOpb 2024

NuTerpanum:
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Unified Ul / UX — anepTbl, puckn / aHomManmn
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SPAN KES
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0 CHIPOMY Tpad UKy
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J

N\ N NDPR
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e 10C Scan © e o) « YARA + Kapra cetn
* Cnucok acceToB
L\ A Al
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EDR-are sl

@ TIportal devy KSN 91_*;_ Sandbox

Endpoint Security for
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Kapra cetn
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KATA NDR
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Low protection level Critical protection

onents are disabled.

KES Windows &Linux
(Sensor)

Network Detection and Response (KATA)

General
! Event configuration

Advanced Threat Protection

Essential Threat Protection

Detecticn and Response
Endpoint Sensor
Managed Detection and Response
Endpoint Detection and Response (KA
Network Detection and Response (KATA)

Security Controls

Data Encryption

Network Detection and Response (KATA) s

d telemetry

(KATA), enable the

HoBbiit pesxxum padoTsl KES — NDR. /I0OJHUTE IbHBIM UCTOYHUK 3HAHUM O CETH

(Q4°24)

e CeTeBas BUIUMOCTH
* Hamonuenue 6a3bsl AcCETOB

e TaGmnuma ceccunt

Kaspersky Security

Endpoint Security

98 Monitoring Essential protection
File Threat Protection
Web Threat Protection
Mail Threat Protection
Network Threat Protection
Firewall
BadUSB Attack Prevention
AMS| Protection

Security Controls
Application Control
@ Device Control
Web Control
hakscl.avpsu Adaptive Anomaly Control
2 minutes ago

1220462

* Kapra cetn
* Mg nonp3o0BaTend

* Ilponecc / myTh + ceccus

Advanced protection
Kaspersky Security Network
Behavior Detection
Exploit Prevention
Host Intrusion Prevention

Remediation Engine

Detection and Response
Managed Detection and Response
Endpoint Detection and Response
(KATA)

Network Detestion and Response
(KATA)
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NMsa npouiecca CBI3aHHOE C CECCUEH

Cropona 1

Cropona 2
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ABTOMATHYE CKOE pPEArupOBaHUE HA CETEBBIX YCTPOUCTBAX

O6Hapy)xeHbl npu3Hakn ARP-cnyduHra 8 ARP-3anpocax
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