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Jiokanbubi Anti-DDoS pgosmxeH ymerb: [ APA A

v BckpbiBaTb 1 06pabaTbiBaTh WMbpPOBaHHbIN TpadmK NOZ Harpy3Kon.

v’ PaboTtatb Kak «yMHbIN NPOBOA» = He MMETb COBCTBEHHbIX IP-agpecoB Ha
I yHTepdericax 0b6paboTkm Tpaduka.

Q/| 3awmntntb BCE MHTEpHeT-KaHanbl KOMMOAHUW.
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Jiokanbubi Anti-DDoS pgosmxeH ymerb: [ APA A

Z OunbTpoBaTh N0 «benbiM» U «4epHbIM» cnnckam IP-agpecos ¢ WAF.

 PabotaTb Ha OCHOBE «MPO3PaUHbIX» HACTPaUBAEMbIX aTOPUTMOB.

V] AHaAM3MpOBaTh 0T 3aLUMLLAEMOTO BE6G-CepBepa.




JloxanbHbiv Anti-DDoS pomxeH ymern:

Icnonb3oBaTb JaHHbIE BHELUHMX penyTauMOHHbIX 6a3 A9 BbISBAEHWS
M 610KNPOBKM TpadrKa N3 CKOMMPOMETUPOBAHHbBIX NCTOUYHMKOB.

CoxpaHATb MHGOPMaLMIO (MeTaaHHbIe) O MPOoXoAdALeM Tpapuke
ANA PETPOCNEKTUBHOIO aHanmsa n pacciefoBaHnsa NHUNAEHTOB.
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Napaa Anti-DDoS: npoTuBogeMcremue
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ATakun Ha KaHaNbl CBA3UN U YA3BMMOCTU CeTEBbIX NMNPOTOKOJ/10B

ICMP Flood, ICMP Fragmentation Flood

UDP Flood, Non-Spoofed UDP Flood, UDP
Fragmentation Flood

SYN Flood, SYN-ACK Flood, ACK Fragmentation
Flood

TCP Flood

Ping Flood, Ping Of Death

Ataka noaaenbHbiMu TCP ceccuamm (Fake Session
Attack, Multiple SYN-ACK Fake Session Attack)
Ataka noaaenbHbiMn TCP ceccusamum ¢
Heckonbkmm ACK (Multiple ACK Fake Session
Attack)

RST/ FIN Flood

VolP Flood

ICMP Redirect

Sockstress

IP spoofing

TCP Hijacking

HuskoyposHeBas ataka (Naptha attacks)

IP Null Attack, TCP Null Attack

Ataka wunpokosewarensHbimu ICMP ECHO
naketamu (Smurf Attack)

Ataka wupokoselatenbHbiMm UDP naketamu
(Fraggle Attack)

CharGEN Amplification

ToS (Type of Service) Flood

ATaka GparMeHTMPOBAHHbIMW MakeTaMmn co
cmeweHnem (Teardrop Attack)

Memcached Attack

loT Attack

CeccnoHHana aTaka. ATaka MeaneHHbIMN
ceccuamum (Session attacks, SlowLoris)
HeBepHble 3Ha4YeHMSA B 3arosI0BKax NakeTos,
Land attack




Napaa Anti-DDoS: nporuBogencreue B
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ATakun ¢ ncnosnb3oBaHuem NMPOTOKOJIOB YPOBHA anIﬂO)I(EHVIﬁ

NTP Flood

NTP Amplification

HTTP Flood ognHouHbIMK 3anpocamm (Single
Request HTTP Flood, Multiple VERB Single Request)
HTTP Flood ognHouHbIMUK ceccnamm (Single Session
HTTP Flood, Excessive VERB Single Session)

Ataka ¢parmeHTpoBaHHbiMy1 HTTP naketamu
(Fragmented HTTP Flood, HTTP Fragmentation,
Nuke)

HTTP GET Request

HTTP POST Request

PekypcmBHbii HTTP GET Flood cayyanHbimum
3anpocamu (Random Recursive GET Flood)
PekypcmsHbi HTTP GET Flood (Recursive HTTP GET
Flood)

DNS amnandukauyma (DNS Amplification Attack),
DNS Flood

Rsyslog amnandukaums

SSDP DDoS Attack

SMTP Flood, SMTP Amplification

SNMP Reflection

SIP Register Flood, SIP Client Call Flood

ATaka mogmnduumpoBaHHbIMKU SIP-coobueHaAMM
(SIP Malformed Attack)

Ataka Ha npuaoxeHue (Faulty Application Attack)
Ataku Ha npotokosbl TLS/SSL, MitM, nogmeHa
cepTndurkaTos

HTTPS GET Request

HTTPS GET Flood

HTTPS POST Request

HTTPS POST Flood

HTTPS Flood




Fapaa Anti-DDoS

j BckpbiTne wndposaHHoro Tpadmka ao 25 000 TPS Ha 20 Méur/c.

]

ABTOMaTU3aLMA TUNOBbIX AEUCTBUU N PeaKL MU Ha aTaKu:

= WwabaoHbI NPOTUBOAENCTBMA MOA KaXKAbI TN 3aLMLLLAEMbIX PECYPCOB;
= aBTOMaTn4yeckoe NpPoduaAMpOBaHME NPOXoAaLLero Tpadmka.

! cyI.I.I,ECTBEHHOe CHVMO)KEHME HarpyskKu Ha Cﬂy)K6y IKCnayaTaunm 3aKasyuka.

/
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JuwesIOHMpPOBaHHaA 3alMTa
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JKcnepT1nsa U COOTBETCTBUE
TpeboBannam
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Ypo6cTBO 3KCNAyaTaALMM
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ABTOMaTM3aUmMA [Moaxoaawme Bo3mMmoXKHOCTH

PaboTbl 1 NOHATHbIE KOHPUrypauymm MacLTabnpoBaHusa

aJropuTMbl Mep AN HEBGONbLINX W nepekpbIBatOT AH0ObIE

NPOTUBOAENCTBUNSA reorpauyeckmu 3anpocChbl 3aKa3uymMKoB
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