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| Bonpochkl BHeapeHus yaanéHHoro goctyna

e KnuenTtckoe NO ecTb nog Bce nnaTtgopmbl?
Q e A KOHTpareHToB TOYHO HaZo B CETb NycKaTb?
e Y10 ecnu cpasy nepentn Ha FOCT He nony4yaetca?
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e Koro n kak ayteHTudmumposaTtb? ECTb fiv BbIOOP?
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e (C KaKkmx yCTpOMCTB OHWM TaM Ha yganéHke paboTtatT?
e A wed B oTNyCKE M3 OTENS NOOKITHOUNTCA?

e PeuweHune ceptndunumnpoBaHo?




“Knaccuueckunn” RA VPN

e 3anyck VPN go noruHa nonb3oBaTens
CDyIRKLI,I/IOHaJ'I CXO0X Yy 60osbLUMHCTBA
([ J

OHCOJ-I beIM pe MM & CryptoPro NGate
' Status | Certificates =~ Tunnels  Traffic = Diagnostic
SeHufvl BRBEUTIEaTIWIEsA! e —
Disconnect

e [lopoepxka pasnuyHbIX KNYeBbIX

Connection details
-~ Tunnel status: VPN Online
HOCMTeneM Ha MO6MHbeIX OC Session end: 23 hours 59 minutes

Gateway address: wvpn.cryptopro.ru
Gateway port: 443
Gateway cert: nGate 000 "KPUNTO-MPO"

Connections used: 1

Bytes received: 122.1 kB

Bytes sent: 41.5 kB

Transfer rate: 71.2 kB/s in / 16.9 kB/s out
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Kpuntollpo NGate R2

MopaxnioueHo
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| A yto, ecnn.. ncnonssosatk Gpaysep?
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BecKknueHTCKUM yaanéHHbIN JOCTYN NS peleHna MHoXecTBa 3agav!
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| TLS VPN wnio3 Kpuntollpo NGate

Point-to-Site TLS VPN WEB TLS
- % https://cryptopro.ru
0 =

https://partners.corp

https://femployees.corp

Site-to-Site IPsec VPN
WEB Portal TLS




| Cuenapwit nopranbHoro gocryna - WEB Portal TLS
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KpunTollpo
»NGate
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> I (% KnueHTtbl
\ https://customers.corp

LDAP(MS AD) ,

CoTpyAHUKM
https://employees.corp

MpoBepeHHOe BpeMEHEM pELLIEHNE N HOBbIe BO3MOXHOCTH!




| Mpocdnnu pacnpocTpaHEHHbIX NPOAYKTOB — MpeceThbl

Lla6noH Moprana: "1C" X
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YnpolleHne npouecca & o s J

co3gaHus u 8% veca

O KPUMTOMPO-MPO DSS

aﬂ M M H M CTp M po Ba H M ﬂ X-Forwarded-Host

O KPUMTOMPO-NPO YL

web-pecypcos! g o

2 Confluence

X-Forwarded-Proto

https v

10.0.01

X-Forwarded-Port

A GitLab

; X-Forwarded-Endpoint

W Mantis /app1




“3oonapk’” pabo4nx mecrT..

[ASTRAﬁL|Nux®]
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linux
OTeyecTBeHHble peweHus. NMoaaepxka FOCT 3apybexHble cTaHAapTbl Kpuntorpadum




| A yto ¢ ayTeHTUDMKaUMEN?

e JlormH\naponb ﬁ&

e CepTudukarol
e Ceptudukar B LDAP (+ UPN)

e RADIUS + MFA (HOTP/TOTP nT.4.)
e + Kntouyesble HOCUTENW

e + [laTa v Bpems

e + MecTononoxeHue

e + KomGuHupoBaHue!




| Ha ocHOBe uero pasrpaHnumsBaTth npasa?

e [pynnbl 6esonacHoctn B LDAP ﬁ&
o [lonsa ceptudmkaton _:

AR

1'.'
e RADIUS (atpubyThbl) '@

e YépHble n Bernble cnnckn gocTtyna




| UHTerpauua c AHpekc bpaysepom anga opraHnsauumn

w

flHpnekc bpay3ep

LLInpovaniumnm crnekrp
BO3MOXHOCTEWN KOpnopaTUBHOIO

‘ ANS OPraHM3auum ‘ 6paysepa n compliance!
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| B 6nvxanwmx nnaHax

o [anbHenwas ontummnsauyus nHtepdenca CY
o PacwunpeHmne nepeyHs npeceTos

o HoBble TMMbI NyGNMKyeMbIX NPOAYKTOB

(£)

o bonee rnybokasa nHterpaumsa sHewHnmMm VIC




} KPUMTOMPO

EEEEEEEEEEEEEEEEEEEEEEEEEEE

Cnacunb6o 3a BHUMaHue!

ANEKCAHAP HUKUTKOB

alexandern@cryptopro.ru
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