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ViPNet Coordinator HW 5.3
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Ȧɣɤɠɢɚɱ ɔɗɢɣɚɛ

Ƞɭɡɥɫɗɟ ɡɗɢɔɭɛ 
ɢɗɝɚə 

HW 5.1

Ƞɭɡɥɫɗɟ ɢɗɝɚə 
HW 5.2

Ƞɭɡɥɫɗɟ 
ɢɗɝɚə HW 

5. 3

ȭɠɝɥɩɗɟɭ
ɣɗɢɤɚɦɚɜɒɤɭ
Ȳȯȟ Ȯɠɣɣɚɚ ɚ 
ȲȯȰȻȨ Ȯɠɣɣɚɚ

ȯɗɢɤɚɦɚɨɚɢɠɔɒɟɒ 
ɔɗɢɣɚɱ 5.3
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Ȳȯȟ Ȯɠɣɣɚɚ
o ȯȨȥȦ ɜɝɒɣɣɒ Ȩȯʦ-Ȩȯʨ

o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ʩ ɜɝɒɣɣɒ

ȲȯȰȻȨ Ȯɠɣɣɚɚ
o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ɤɚɡ ƯȞư ɚ ɤɚɡ Ưȟư ʩ ɜɝɒɣɣɒ

o ȯȬȠ ɥɢɠɔɟɱ ɣɗɤɚ ʩ ɜɝɒɣɣɒ 

o 4-ɛ ɥɢɠɔɗɟɮ ɖɠɔɗɢɚɱ ɣɢɗɖɣɤɔ əɒɫɚɤɭ ɚɟɦɠɢɞɒɨɚɚ

ȪɚɟɨɚɦɢɭȮɠɣɣɚɚɚ Ȫɚɟɡɢɠɞɤɠɢɕ Ȯɠɣɣɚɚ

o Ƞ ɢɗɗɣɤɢɗ ɢɠɣɣɚɛɣɜɠɕɠ ȭȬƳȭȞȨ ɚ ɢɗɗɣɤɢɗ ȮȻȭ

ȯɗɢɤɚɦɚɜɒɨɚɱ
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Ȫɗɘɣɗɤɗɔɠɗ ɯɜɢɒɟɚɢɠɔɒɟɚɗ

o Ȫɗɘɣɗɤɗɔɠɛ ɯɜɢɒɟ ɣ ɜɠɟɤɢɠɝɗɞ 
ɣɠɣɤɠɱɟɚɱ ɣɗɣɣɚɛ

o Ƞɭɱɔɝɗɟɚɗ ɚ ɓɝɠɜɚɢɠɔɜɒ ɓɠɝɗɗ 2000 
ɡɢɚɜɝɒɖɟɭɧ ɡɢɠɤɠɜɠɝɠɔ ɚ ɡɢɚɝɠɘɗɟɚɛ 
(DPI ) NEW

o Ƞɭɱɔɝɗɟɚɗ ɡɢɚɝɠɘɗɟɚɛƗ ɤɢɒɦɚɜ ɜɠɤɠɢɭɧ 
ɪɚɦɢɥɗɤɣɱ ɚɝɚ ɞɒɣɜɚɢɥɗɤɣɱNEW

o Ȳɚɝɮɤɢɒɨɚɱ ɤɢɒɦɚɜɒ ɖɝɱ əɒɖɒɟɟɠɕɠ 
ɡɠɝɮəɠɔɒɤɗɝɱ ƽ!$Ɨ ,$!0) NEW
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ȭɢɗɖɠɤɔɢɒɫɗɟɚɗ ɔɤɠɢɘɗɟɚɛNEW

o Ȯɒɓɠɤɒ ɜɒɜ ɔ ɢɗɘɚɞɗ ɡɢɗɖɠɤɔɢɒɫɗɟɚɱ 
ɔɤɠɢɘɗɟɚɛ ƽ)03ƾƗ ɤɒɜ ɚ ɠɓɟɒɢɥɘɗɟɚɱ 
ƽ)$3ƾ ɣ ɦɚɜɣɒɨɚɗɛ ɣɠɓɭɤɚɛ

o ȯɚɕɟɒɤɥɢɟɭɛ ɚ ɯɔɢɚɣɤɚɩɗɣɜɚɛ ɞɗɤɠɖɭ 
ɒɟɒɝɚəɒ ɤɢɒɦɚɜɒ

o Ȟɔɤɠɞɒɤɚəɚɢɠɔɒɟɟɠɗ ɠɓɟɠɔɝɗɟɚɗ ɓɒə 
ɡɢɒɔɚɝ ɣ ɣɗɢɔɗɢɒ ɠɓɟɠɔɝɗɟɚɛ

o ȟɒəɒ ɡɢɒɔɚɝ ɢɗɕɥɝɱɢɟɠ ɠɓɟɠɔɝɱɗɤɣɱ 
ɣɡɗɨɚɒɝɚɣɤɒɞɚ ȡȨ ȦɟɦɠȰɗȨȯ ɖɝɱ 
ɡɠɖɖɗɢɘɒɟɚɱ ɔ ɒɜɤɥɒɝɮɟɠɞ ɣɠɣɤɠɱɟɚɚ
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VPN ɣ ȡȬȯȰ ɪɚɦɢɠɔɒɟɚɗɞ

o VPN-ɪɝɰə ɣɗɤɗɔɠɕɠ ɚ ɜɒɟɒɝɮɟɠɕɠ ɥɢɠɔɟɱ

o Remote Access VPN (ViPNet Client)

o ȡȬȯȰ34.12 -ʧʣʦʭƗ ȡȬȯȰ34.13 - 2018 
ƽƯȨɥəɟɗɩɚɜư ɚ ƯȪɒɕɞɒưƾNEW

o ȡȬȯȰ ʧʭʦʩʬ-ʭʮ ɖɝɱ ɠɓɢɒɤɟɠɛ 
ɣɠɔɞɗɣɤɚɞɠɣɤɚ

o IPlir 6 Ƶɡɢɠɤɠɜɠɝ ɓɗəɠɡɒɣɟɠɣɤɚ 
ɣɗɤɗɔɠɕɠ ɥɢɠɔɟɱNEW
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ȯɝɥɘɗɓɟɒɱ ɜɢɚɡɤɠɕɢɒɦɚɱ

ȥɒɫɚɤɒ ɜɒɟɒɝɒ 
ɥɡɢɒɔɝɗɟɚɱ
IPLir , TLS

Ȟɥɤɗɟɤɚɦɚɜɒɨɚɱ 
ɒɖɞɚɟɚɣɤɢɒɤɠɢɠɔ
ȯɗɢɤɚɦɚɜɒɤɭ ɟɒ ɤɠɜɗɟɗ

ȥɒɫɚɤɒ ɢɗəɗɢɔɟɭɧ 
ɜɠɡɚɛ ɜɠɟɦɚɕɥɢɒɨɚɚ
VBE, ECF

ȭɢɠɔɗɢɜɒ 
ɠɓɟɠɔɝɗɟɚɛ
ȭȬƗ ȟȮȭ
ɜɠɟɦɚɕɥɢɒɨɚɚ

Ȩɠɟɤɢɠɝɮ 
ɨɗɝɠɣɤɟɠɣɤɚ
ȯɚɣɤɗɞɒƗ Ȥɥɢɟɒɝɭ



9

ȯɗɤɗɔɭɗ ɦɥɟɜɨɚɚ

o HA cluster ɣ ɣɚɟɧɢɠɟɚəɒɨɚɗɛ ɤɒɓɝɚɨɭ ɠɤɜɢɭɤɭɧ ɣɠɗɖɚɟɗɟɚɛ

o Ȯɒɣɪɚɢɗɟɟɒɱ ɣɤɒɤɚɩɗɣɜɒɱ ɞɒɢɪɢɥɤɚəɒɨɚɱ ƽ0ÏÌÉÃÙ ÂÁÓÅÄ ÒÏÕÔÉÎÇƾ

o Ȣɚɟɒɞɚɩɗɣɜɒɱ ɞɒɢɪɢɥɤɚəɒɨɚɚ ƽ/30&, BGPNEW)

o ȭɠɖɖɗɢɘɜɒ 6,!.

o Ȟɕɢɗɕɚɢɠɔɒɟɚɗ ɣɗɤɗɔɭɧ ɚɟɤɗɢɦɗɛɣɠɔ ƽʭʣʧƚʨÁÄƗ ,!#0ƾ

o ȭɠɖɖɗɢɘɜɒ *ÕÍÂÏ-ɜɒɖɢɠɔ ɚ 0ÁÔÈ -45 $ÉÓÃÏÖÅÒÙ

o ȭɢɚɠɢɚɤɚəɒɨɚɱ ɤɢɒɦɚɜɒ ƽ1Ï3Ɨ 4Ï3Ɨ $ÉÆÆ3ÅÒÖƾ

o Ƞɣɤɢɠɗɟɟɭɛ DCHP- , DNS- , NTP -ɣɗɢɔɗɢ

o SNMP, Syslog, Syslog (CEF), SSH, HTTPS
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Ȟɡɡɒɢɒɤɟɭɗ ɡɝɒɤɦɠɢɞɭ

HW2000

HW5000

HW1000

HW100

HW50

Ȫɒɝɭɗ ɠɦɚɣɭɚ ɦɚɝɚɒɝɭ
ȭɢɗɖɡɢɚɱɤɚɱ ɣɢɗɖɟɗɕɠ 

ɓɚəɟɗɣɒ  
Ȩɢɥɡɟɭɗ ɡɢɗɖɡɢɚɱɤɚɱƗ 

ȴȬȢ 
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ViPNet Coordinator VA 5

ȭɠɖɖɗɢɘɚɔɒɗɞɭɗ ɕɚɡɗɢɔɚəɠɢɭƙ

o KVM, QEMU- KVM ɚ Proxmox VE

o Ȟɣɤɢɒ ȟɢɗɣɤDEV, zVirt DEV, SharxBase

o VMware ESXi

o VMware Workstation

o Microsoft Hyper - V Server

o Oracle VM Server

o Oracle VM VirtualBox



12

Ȯɠɝɗɔɒɱ ɞɠɖɗɝɮ ɖɠɣɤɥɡɒ

Ȱɚɡ əɒɡɚɣɗɛ

ȫɗəɒɔɚɣɚɞɭɗ ɝɠɜɒɝɮɟɭɗ ȱȥ
ȴɗɟɤɢɒɝɚəɠɔɒɟɟɭɗ ɚə Prime

ȯɡɠɣɠɓɭ ɒɥɤɗɟɤɚɦɚɜɒɨɚɚ 

ȭɒɢɠɝɮ
ȯɗɢɤɚɦɚɜɒɤ

Ȯɠɝɚ

Ȟɖɞɚɟɚɣɤɢɒɤɠɢ
ȭɠɝɮəɠɔɒɤɗɝɮ ƽȞɥɖɚɤɠɢƾ

ȭɠɖɖɗɢɘɜɒ USB ɤɠɜɗɟɠɔ

- Ȯɥɤɠɜɗɟ Ȼȴȭ 2.0
- Ȯɥɤɠɜɗɟ Ȼȴȭ 3.0
- JaCarta - 2 ȡȬȯȰ
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ViPNet Prime

o ȭɢɠɕɢɒɞɞɟɭɛ ɜɠɞɡɝɗɜɣ ɡɠɖ 
Linux

o ȱɡɢɒɔɝɗɟɚɗ ɣ ɡɠɞɠɫɮɰ ɔɗɓ-
ɜɠɟɣɠɝɚ

o ȣɖɚɟɒɱ ɡɢɗɖɞɗɤɟɒɱ ɠɓɝɒɣɤɮ

o ȱɡɢɒɔɝɗɟɚɗ ɝɚɨɗɟəɚɱɞɚ

o Ȧɟɤɗɕɢɒɨɚɱ ɣ MS AD

o Ȫɟɠɕɠɡɠɝɮəɠɔɒɤɗɝɮɣɜɚɛ ɖɠɣɤɥɡ

o Ȯɠɝɗɔɒɱ ɞɠɖɗɝɮ SSO
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Ȫɟɠɕɠɦɥɟɜɨɚɠɟɒɝɮɟɭɛ ȪȻ

Firewall

L3 VPN

L2overIP VPN GEO- IP

HA- Cluster

App Control

IPS/ IDS

Malware
Detection

SSL
Inspection

URL
Filtering
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ViPNet Coordinator HW 5.4

o SSL/TLS- ɚɟɣɡɗɜɨɚɱ

o URL-ɦɚɝɮɤɢɒɨɚɱ

o ȟɝɠɜɚɢɠɔɜɒ ɡɠ GEO- IP

o Ȭɓɟɒɢɥɘɗɟɚɗ ɔɢɗɖɠɟɠɣɟɠɕɠ ȭȬ

o Ȯɒɣɪɚɢɗɟɚɗ ɔɠəɞɠɘɟɠɣɤɗɛ ICAP

o Ȥɥɢɟɒɝ ɣɗɤɗɔɭɧ ɣɗɣɣɚɛ

o ȩɠɜɒɝɮɟɭɗ ɥɩɗɤɟɭɗ əɒɡɚɣɚ+ ɟɠɔɒɱ ɢɠɝɮ

o ȭɠɖɖɗɢɘɜɒ ɡɢɠɤɠɜɠɝɒ BFD

o Ȯɒɣɪɚɢɗɟɚɗ ɜɠɝ-ɔɒ ɚɟɤɗɢɦɗɛɣɠɔ

o ȭɠɖɖɗɢɘɜɒ HW50 A1
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SSL/TLS-ɚɟɣɡɗɜɨɚɱ
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URL-ɦɚɝɮɤɢɒɨɚɱ

80ɜɒɤɗɕɠɢɚɛ +15%
ɗɘɗɞɗɣɱɩɟɭɛ 
ɡɢɚɢɠɣɤ ɓɒəɭ 

ʦʣʣȪɔɗɓ-ɢɗɣɥɢɣɠɔ
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ȟɝɠɜɚɢɠɔɜɒ ɡɠ GEO- IP
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Ȭɓɟɒɢɥɘɗɟɚɗ ɔɢɗɖɠɟɠɣɟɠɕɠ ȭȬ
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Ȯɒɣɪɚɢɗɟɚɗ ɔɠəɞɠɘɟɠɣɤɗɛ ICAP
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Ȥɥɢɟɒɝ ɣɗɤɗɔɭɧ ɣɗɣɣɚɛ
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ȩɠɜɒɝɮɟɭɗ ɥɩɗɤɟɭɗ əɒɡɚɣɚ

o ɟɠɔɒɱ ɢɠɝɮ Ưȯɗɤɗɔɠɛ ɒɖɞɚɟɚɣɤɢɒɤɠɢư


